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Whether a group is dedicated to racism (a “hate group”), or advocates the overthrow of 

elected governments (a “paramilitary gang”), or both—no police officer or law enforce-

ment agency should support or affiliate with it. Officers who support or affiliate with 

hate groups and paramilitary gangs undermine the mission of their law enforcement 

agency by allying themselves with lawbreakers and by undermining the department’s 

efforts to ensure equitable policing and earn community trust. 

These guidelines aim to assist law enforcement to 1) identify, discipline, and remove 

officers who intentionally affiliate with hate groups or paramilitary gangs, and 2) adopt 

institutional values, policies, and rules that will allow for no mistake about the depart-

ment’s position: it is not appropriate for a law enforcement agency or a police officer 

to support or affiliate with hate groups or paramilitary gangs. We recommend that law 

enforcement agencies (“LEAs”) adopt the rules and best practices set out below, and 

make them public. 
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Prohibiting hate groups, paramilitary gangs, and discriminatory  
misconduct

2

1

3

4

5

6

7

Explicitly prohibit officers from advocating for and associating with hate groups and para-
military gangs.

Consider how existing state laws, municipal bylaws, and existing prohibitions on criminal 
associations may apply to hate groups and paramilitary gangs.

Consult with the city attorney or county counsel’s office to ensure that rules against as-
sociation with hate groups and paramilitary gangs comply with the First Amendment and 
serve departmental values, effectiveness, reputation, and community trust.

Prohibit the use of racist and other discriminatory language, jokes, statements, and ges-
tures. Ensure that standards for interaction with colleagues and the public, and rules for 
conduct unbecoming, explicitly prohibit discrimination and the use of racial epithets.

Prohibit the display of patches, tattoos, symbols, and insignia of hate groups or paramili-
tary gangs, whether the officer is on or off duty.

Conduct initial and periodic background checks, including social media review, that will 
flag affiliation with hate groups and paramilitary gangs.

Adopt departmental social media policies that explicitly prohibit posts, “likes,” jokes, 
memes, retweets, and other statements that advocate racism, violence, misogyny, ho-
mophobia, or other kinds of hate or discrimination.

Affirming agency commitment to racial equity

9

8

A

Adopt written policies that expressly affirm the department’s commitment to racial justice 
and non-discrimination.  

Ensure that allegations of discriminatory misconduct are subject to rigorous investigation 
and, where substantiated, appropriate discipline, up to and including dismissal.
	  
	 Prohibit profiling, discrimination, and harassment on the bases of race, gender,  
	 sexual orientation, gender identity, religion, disability, and other protected  
	 status. 
 
	 Ensure that the means and method for filing a complaint are readily accessible  
	 by members of the community. 

	 Impose a duty on officers, including supervising officers, to report discriminatory  
	 misconduct. 

	 Reinforce the duty to report discriminatory misconduct through affirmative  
	 verbal encouragement by leadership. 

B

C

D
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E

10

	 Prohibit retaliation against those who report discriminatory misconduct, and  
	 ensure that the anti-retaliation provisions are enforced. 
	
	 Require mandatory investigation of every allegation of discriminatory miscon- 
	 duct, whether internal or external.
	
	 Impose rigorous investigative and adjudication procedures for discrimination  
	 complaints, outside the chain of command. 
 
	 Establish thresholds for early intervention.

Review and implement recruitment and hiring processes to ensure that they are fair, eq-
uitable, and will yield a work force that can connect with all communities served by the 
department.

F

G

H

Statewide rulemaking

11 State Peace Officer Standards and Training (POST) Commissions can support this guid-
ance by taking the following steps: 

	 Adopt policies that require or encourage LEAs to take the steps recommended  
	 in this guidance; 

	 Screen candidates for police employment, or require LEAs to screen them, for  
	 hate group and paramilitary gang affiliations (see Recommendation 6, above);
 
	 Decertify officers for hate-group or paramilitary-gang membership, if LEAs fail 	
	 to remove them; and  

	 Maintain a searchable, public online database of law enforcement certification  
	 and decertification records.

Consulting with the community

13

12 Partner with communities to identify local hate groups and paramilitary gangs that may 
raise particular concern, and to help monitor their activity and identify their members.

Partner with communities to implement the policies and practices recommended in these 
guidelines.

A

B

C

D
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Armed gangs and groups of avowed racists should play no role in contemporary law enforcement. Too 
often, though, police officers have affiliated themselves with groups dedicated to White supremacy (“hate 
groups”) and armed gangs dedicated to the violent overthrow of elected governments (“paramilitary 
gangs,” which often style themselves “militias”). Hate groups and paramilitary gangs urge their members 
to prepare for a “civil war” in which they will fight immigrants, anti-racist protesters, Democrats, and elect-
ed politicians.1 The violence they seek is plainly unlawful,2 and their goals are incompatible with police of-
ficers’ oath to uphold the Constitution and enforce the laws.3 Whether a group is dedicated to racism4, or 
advocates the overthrow of elected governments, or both5—no police officer or law enforcement agency 
(“LEA”) should affiliate with it.

This guide offers concrete, actionable steps that law enforcement agencies can take to identify, disci-
pline, and remove officers whose ties to hate groups and paramilitary gangs make them unsuitable for 
police work. It also recommends policy measures LEAs can take to establish an institutional culture in 
which no officer can imagine that hate groups and paramilitary gangs are aligned with the values and 
practices of law enforcement.

The Federal Bureau of Investigation has long identified White supremacist and anti-government terrorism 
as primary threats to the domestic security of the United States.6 On January 6, 2021, Americans across 
the country witnessed the severity of this threat as a group of violent demonstrators, led by organized 
groups of armed White supremacists and other paramilitary gangs,7 attacked the United States Capitol in 
an attempt to prevent Congress from certifying the results of the 2020 presidential election. Many police 
officers risked their lives to defend the lawmakers and staffers who were trapped inside. More than 140 
police officers were injured during the attack on the Capitol, many of them severely.8 Capitol Police Of-
ficer Brian Sicknick was murdered by the attackers, and two other Capitol police officers died by suicide 
days later.9 

Despite the heroic actions of the officers who defended the Capitol10 without adequate equipment, au-
thority, staffing, planning, or support,11 it appears that dozens of police officers from across the country 
participated in the attack.12 Many of the officers who were tasked with defending the Capitol appear to 
have helped the attackers: for example by opening the barricades,13 giving directions around the Capitol 
to the attackers inside,14 and escorting the attackers down the steps of the Capitol once the attack had 
been repelled.15 Thirty-five Capitol Police officers are being investigated for their behavior during this at-
tack, and six have been suspended.16

January 6 was not the first time that law enforcement entanglement with hate groups and paramilitary 
gangs came to light.17 Since 2017, one research project has documented thousands of social media posts 
by police officers endorsing violence, racism, and other forms of bigotry.18 In Philadelphia, hundreds of 
active police officers were found to have posted such content online,19 resulting in the suspension of 72 
officers and the dismissal of 13 of them.20 In many towns and cities, police have been recorded express-
ing support for avowed White supremacist demonstrators,21 making White supremacist hand gestures, 
and wearing paramilitary gang paraphernalia on their uniforms.22 Some officers have failed to protect 
people against White supremacist violence that occurred in front of them.23 Some LEAs have even invited 
unsworn, untrained, heavily armed paramilitary gangs to participate in crowd management,24 asking hate 
groups and paramilitary gangs to assist police with control of anti-racist demonstrations.25 Law enforce-
ment cooperation with hate groups and paramilitary gangs heightens the risk of escalation and violence.26  

BACKGROUND

WHITE SUPREMACY IN POLICING: 
HOW LAW ENFORCEMENT AGENCIES CAN RESPOND 

DETAILED RECOMMENDATIONS
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Many White supremacist groups and paramilitary gangs seek to ally themselves with law enforcement, 
wearing outfits that resemble those of soldiers and police,27 shouting “Blue Lives Matter,”28 and flying a 
flag that replaces the stars and stripes with a black-and-white copy divided by a “Thin Blue Line.”29 Sever-
al hate groups and paramilitary gangs, such as the Oath Keepers and a neo-Nazi group called The Base, 
actively seek to enlist current and former police officers and members of the military to benefit from their 
social credibility and firearms expertise.30 But even as the January 6 attackers told officers defending 
the capitol, “We’re on your side,”31 they tortured, beat, and killed police officers who stood in their way.32 

Some of the paramilitary and White supremacist protesters used flagpoles bearing “Blue Lives Matter” 
and US Marine flags to severely beat police officers;33 one attacker, a former police officer, severely beat 
an MDC officer with a flagpole and tried to gouge out his eye.34 

Nonetheless, recent events demonstrate that too many officers have allied themselves with White su-
premacists and paramilitary gangs, and too many LEAs have tolerated their officers’ participation in White 
supremacist groups.35 Unfortunately, as described above, a number of LEAs have treated hate groups 
and paramilitary gangs as partners in law enforcement,36 and many officers have worn their insignia on 
their uniforms.37 Some police chiefs and union leaders have further muddied the waters by announcing 
their views that violence by hate groups and paramilitary gangs may be justified, or that their political 
violence was morally equivalent to nonviolent anti-racist protest.38 Such messages risk persuading some 
officers, who may not themselves sympathize with hate groups or paramilitary gangs, that such groups 
are allies of law enforcement. Many officers have been shown responding to armed and violent groups as 
though they believed that these groups were on the same side as police.39

The recommendations CPE provides in this document are designed to assist law enforcement in two main 
ways: 1) to identify, discipline, and remove officers who intentionally affiliate with hate groups or paramili-
tary gangs, and 2) to adopt institutional rules and values aimed at ensuring that never again can any of-
ficer or employee claim to believe it is appropriate to affiliate with hate groups or paramilitary gangs. We 
recommend that law enforcement agencies adopt the rules and best practices set out below, and make 
them public.

Recent events demonstrate that too many 
officers have allied themselves with White 

supremacists and paramilitary gangs.

We have grouped our recommendations into four categories, encompassing what LEAs, statewide com-
missions on police officer standards, and community can do together to address the threat of law enforce-
ment entanglement with hate groups and paramilitary gangs.  

Prohibiting hate groups, paramilitary gangs, and  
discriminatory misconduct

Explicitly prohibit officers from advocating for and associating with hate groups and paramili-
tary gangs. To ensure that “officers have a clear understanding of agency expectations pertain-
ing to conduct and activities while on and off duty,”40  the International Association of Chiefs of Po-
lice (IACP) recommends that LEAs should provide clear and specific guidance about the on- and 
off-duty behaviors and associations the department does not allow. Departmental prohibitions 
on discrimination or racial profiling should not be limited to cases of overt discrimination on the 
job. If they have not already done so,41 LEAs should explicitly forbid officers to join, advocate for, 
or voluntarily associate with hate groups and paramilitary gangs, just as they prohibit association 
with other criminal groups and gangs. Such affiliations can adversely affect the credibility of the 
department and its effectiveness at law enforcement. 

LEAs should adopt rules forbidding officers and nonsworn employees to join, advocate for or 
voluntarily associate with any:

1
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To minimize disputes over technicalities such as, for example, whether an avowed White suprem-
acist group (such as the Proud Boys) is truly a “hate group” or is merely an association of “Western 
chauvinists,” or whether a group (such as the Boogaloo Boys) dedicated to promoting a “race 
war” by assaulting non-White people and those perceived as “Antifa” truly aims to overthrow the 
government, we recommend that LEAs prohibit voluntary association with hate groups, paramili-
tary gangs, criminal organizations, and other associations that are likely to affect individual cred-
ibility and departmental legitimacy on the same terms.

Each of these association prohibitions should contain an exception for marital and family relation-
ships and for “contacts legitimately made in the line of duty.”46 Furthermore, these rules should 
impose a duty to immediately disclose to a supervisor any family, household, online, or other 
relationship where contact with prohibited groups or people is unavoidable.47 Officers who fail to 
disclose such associations should be subject to disciplinary sanctions.

When police officers join, support, or advocate for hate groups or paramilitary gangs, they raise 
questions not only about their own fairness, judgment, and commitment to lawful policing, but 
also impair the credibility and legitimacy of a department that aims to equitably serve all commu-
nities within its jurisdiction. Many LEAs invest considerable time, effort, and expense to cultivate 
community trust. An officer who supports or associates with hate groups or paramilitary gangs 
tends to sabotage that investment. Such affiliations, like affiliations with other lawbreakers and 
criminal organizations, may be “likely to damage public trust; adversely affect the officer’s cred-
ibility or integrity; or create the appearance of impropriety, a conflict of interest, or corruptive 
behavior.”48 The goal of association prohibitions, then, is to ensure that every sworn officer and 
non-sworn employee of the department, as well as members of the public at large, understand 
that officer involvement with a hate group, criminal organization, or paramilitary gang is not com-
patible with the mission or values of the department, and is likely to impede the department’s 
mission to secure public safety by undermining departmental morale and community trust.49  

Furthermore, by adopting rules that explicitly prohibit such involvement, LEAs can disrupt any 
expectation that such affiliations will be tolerated. The adoption of explicit prohibitions on hate-
group and paramilitary-gang association will put officers who advocate for or affiliate with such 
groups on notice that they will be held accountable for such choices. Moreover, explicit rules alert 
other officers that hate groups and paramilitary gangs are not allies of law enforcement, and that 
those groups’ actions and values are opposed to those of the department.

Hate groups and paramilitary gangs are 
not allies of law enforcement.

Consider how existing state laws, municipal bylaws, and existing prohibitions on criminal as-
sociations may apply to hate groups and paramilitary gangs. The specific prohibitions set out in 
Recommendation 1 are designed to underline the department’s commitment to racial equity, and 
to clarify that hate groups and paramilitary gangs are inconsistent with the department’s mission 
and values (see also Recommendation 8, below). Nonetheless, departments should consider 
whether existing prohibitions on associating with criminal gangs and advocating criminal activi-
ties already apply to hate groups and paramilitary gangs. Where an officer’s affiliation with a hate 
group or paramilitary gang pre-dates the adoption of an explicit prohibition on such membership, 
it may nonetheless have been prohibited by rules that forbid officers to advocate criminal activity 
or to associate with criminal organizations and people known or reputed to be involved in crime.

2

hate groups, defined as any person or group that “advocates, incites, or supports crimi-
nal acts or criminal conspiracies or that promotes hatred or discrimination toward racial, 
religious, ethnic, sexual, gender, or other groups or classes of individuals protected by 
law”;42 
paramilitary gangs, defined as any person or group that advocates the overthrow of the 
U.S. government or any state, municipal, tribal, or other government by force or violence 
or any unlawful means;43 
criminal organizations: any person, organization or group of persons that advocates, 
incites, or supports criminal acts or criminal conspiracies;44 and 
any other person or group if the officer or employee “knows, or should know,” that that 
association is “likely to adversely affect the employee’s or the department’s credibility.”45



It is likely that hate groups and paramilitary gangs such as the Proud Boys, Oathkeepers, Three 
Percenters, and the Ku Klux Klan would meet the criteria set out by typical departmental prohibi-
tions on criminal association. Such provisions often prohibit association with “any organization 
which advocates the violation of any of the laws, statutes, or ordinances of federal, state, or local 
governments,”50 or forbid employees to “knowingly commence or maintain a relationship with or 
associate with convicted criminals or any person who is under criminal investigation, indictment, 
arrest, or incarceration  … [or] with any person possessing a notorious reputation in the commu-
nity.”51 

Although criminal violence by armed White supremacist organizations has been identified by the 
FBI and other observers as a prime threat to domestic security in the United States,52 most North 
Americans use the word “gang” to describe groups of lawbreakers who are Black or Latinx and 
live in cities, rather than armed lawbreakers who are White and live in rural or exurban areas. A 
large majority of people listed in LEA gang databases are Black, Latinx, Native, or Asian.53 But the 
terms of many LEAs’ existing prohibitions on criminal association may also apply, on their face, 
to hate groups and paramilitary gangs. For example, the New Orleans Police Department (PD) 
defines a “criminal street gang” as

Any ongoing organization, association or group of three or more persons, whether 
formal or informal … that:  

(a) Has as one of its primary activities the commission of one or more criminal acts 
defined by state law as criminal street gang predicate crimes [aggravated or second-
degree battery; armed robbery; first- or second-degree murder or manslaughter; sale, 
possession for sale, transportation, manufacture, offer for sale, or offer to manufac-
ture controlled substances; illegal use of weapons or dangerous instrumentalities; ag-
gravated arson; intimidating, impeding, or injuring witnesses or injuring officers; and 
theft of any vehicle, trailer, or vessel54], or 

(b) Has a common name or common identifying sign or symbols, whose members 
individually or collectively engage in or have engaged in a pattern of criminal gang 
activity.55

Hate groups, such as the Proud Boys and Ku Klux Klan, and paramilitary gangs, such as the 
Oathkeepers and Three Percenters, are notorious for advocating and committing offenses such 
as assault (including assault upon police officers56), illegal use of weapons, arson, and murder.57 
The terms of existing criminal-association rules, then, should put officers on notice that their as-
sociation with hate groups or paramilitary gangs is prohibited and discredits the department’s 
effectiveness and legitimacy.  

Consult with the city attorney or county counsel’s office to ensure that rules against associa-
tion with hate groups and paramilitary gangs comply with the First Amendment and serve 
departmental values, effectiveness, reputation, and community trust. Police officers, like all 
other people in the United States, enjoy First Amendment rights to freedom of speech and free-
dom of association. But, like other government employers, police departments have consider-
able authority to restrict their employees’ speech and associations, both on- and off-duty, when 
the speech or association “has some potential to affect [the government agency’s] operations.”58 
If an officer’s speech forms part of the their official job duties, it may not be protected by the First 
Amendment at all.59 But, in most cases, the Court balances government employees’ interest in 
commenting on matters of public concern against the employer’s interest in “promoting the effi-
ciency of the public services it performs through its employees.”60 LEAs should consult with coun-
sel to ensure that the department’s restrictions on racist speech and hate group or paramilitary 
gang associations comply with Constitutional constraints.

7
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Federal courts have tended to find that departmental interests in effectiveness, reputation, cred-
ibility, and community trust outweigh an officer’s interest in saying racist things or maintaining 
White supremacist associations. Federal courts have recognized that LEAs have a “heightened 
need for order, loyalty, morale, and harmony, which affords a police department more latitude 
in responding to the speech of its officers than other government employers.”61 Furthermore, 
courts have recognized the strong interest of LEAs in having a reputation for impartiality.62 Fed-
eral courts have recognized that the presence of “a known racist police officer on the force”63 

belies the LEA’s mission of just and equitable policing. 

An officer who associates with known lawbreakers, groups that advocate lawbreaking, or groups 
that plan to overthrow elected governments raises concerns about the LEA’s commitment to 
evenhanded enforcement of the laws, as well as about the security of investigative information 
and techniques. An officer’s hate group association or racist speech will tend to undermine com-
munity trust that non-White people will be treated fairly by police,64 and is also likely to disrupt 
relationships with non-White and non-racist coworkers, undermining departmental cohesion, mo-
rale, loyalty and trust.65 Furthermore, an officer’s affiliation with a hate group or paramilitary gang 
could be used to impeach their credibility at trial, undermining the department’s ability to enforce 
criminal laws.66 All of these considerations tend to support the constitutionality of LEA rules that 
prohibit advocacy for and association with hate groups and paramilitary gangs. Accordingly, a 
number of courts have upheld police departments’ decisions to discipline or terminate officers 
who engaged in racist behavior or affiliated with hate groups.67 

Prohibit the use of racist and other discriminatory language, jokes, statements, and gestures. 
Ensure that standards for interaction with colleagues and the public, and rules for conduct 
unbecoming, explicitly prohibit discrimination and the use of racial epithets. Uniformed police 
officers have been recorded making racist remarks68 and photographed making White suprema-
cist hand gestures.69 To send an unambiguous message, departments should clarify that such 
language and gestures are prohibited.70 Department policies should explicitly forbid officers to 
make racial, gendered, homophobic, and other discriminatory slurs, jokes, or remarks, whether 
they are on or off duty. 

Departmental rules governing respectful interaction with the public should explicitly prohibit of-
ficers and other employees to demonstrate any prejudice or discrimination on the bases of race, 
ethnicity, religion, national origin, gender, gender identity, sexual orientation, disability, or any 
other ground of discrimination. They should also specifically prohibit the use of “racial or ethnic 
remarks, slurs, epithets, words, or gestures.”71 

Department policies should explicitly forbid 
officers to make racial, gendered, homophobic, 

and other discriminatory slurs, jokes, or remarks, 
whether they are on or off duty.

The prohibition on discriminatory behavior and racial epithets should extend beyond the officer’s 
on-duty interactions with the public. Off-duty discriminatory misconduct can be captured both by 
an explicit prohibition on discrimination (see Recommendations 8 and 9, below) and by prohibi-
tion within the department’s standards for conduct unbecoming an officer.72 Departmental rules 
declaring that that “Every employee shall engage in behavior that is beyond ethical reproach and 
reflects the [department’s] mission and values,”73 for example, should be operationalized with 
explicit definitions that prohibit racist words and discriminatory behavior. 

The IACP recommends that departmental definitions of “conduct unbecoming” should prohibit 
behavior, whether on or off duty, that: “a) casts doubt on [the officer’s] integrity, fairness, honesty, 
moral judgment, or character; b) brings discredit to this agency; c) discriminates intentionally on 
the basis of race, religion, ethnicity, gender, gender identity, sexual orientation, disability, or any 
other ground of discrimination; or d) otherwise impairs the agency’s efficient and effective opera-
tion.”74 

4
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Standards for conduct unbecoming, like all other prohibitions on discriminatory misconduct, 
should specify “a nexus between the conduct and the efficiency of service and be linked effec-
tively to an agency’s code of conduct and values. … In all cases of conduct violations, the agency 
must be prepared to defend its position based on the connection of the behavior to negative 
outcomes on the agency’s officers and mission.”75 As was explained under Recommendations 1 
and 3, above, racist conduct and voluntary association with hate groups and paramilitary gangs 
likewise contravene the agency’s mission and impede its effectiveness. 

As the IACP recommends, the introduction of new standards of good conduct should be social-
ized within the department through “in-service training on an initial basis upon introduction of the 
policy and on a periodic basis thereafter.”76

Prohibit the display of patches, tattoos, symbols, and insignia of hate groups or paramilitary 
gangs, whether the officer is on or off duty. As the New Orleans PD policy manual points out, 
the police officer’s uniform should be “a symbol of neutral government authority, free from ex-
pressions of personal bent or bias toward the public and other members of the Department.”77 
Nonetheless, many police officers have been photographed wearing patches, tattoos, or insignia 
of White supremacist or paramilitary gangs such as the Three Percenters, Proud Boys, and Oath 
Keepers, as well as affiliations associated with confrontational policing, such as Thin Blue Line78 
and Punisher,79 all of which tend to undermine the mission of departments that seek to ensure 
officer integrity and build community trust.80 LEAs should adopt uniform regulations, such as that 
of Hartford PD, to prohibit the wearing of any badges, pins, or patches on the uniform, except for 
those approved in writing by the police chief.81 Appearance regulations should also prohibit the 
display of tattoos that advocate violence or discrimination.82 

When an officer is not in uniform or not on duty, the display of such patches, tattoos, or insignia, 
whether on the officer’s skin, clothing, or their private vehicle, is still likely to impair the depart-
ment’s legitimacy and effectiveness by undermining its officers’ reputation for fairness (see Rec-
ommendations 1 and 3, above, and 9(a), below).

Patches, tattoos, symbols, and insignia 
of hate groups or paramilitary gangs… 
undermine a department’s reputation 
for fairness.

Conduct initial and periodic background checks, including social media review, that will flag 
affiliation with hate groups and paramilitary gangs. Nearly every LEA conducts background 
checks upon candidates for employment as a police officer, but the rigor of these background 
checks varies widely among departments. Not every department identifies bigoted views, mi-
sogynistic behaviors, or advocacy of violence as an indicator that a candidate may be unsuit-
able for police work.83 Some departments and POST commissions, for example, simply check a 
candidate’s record for criminal convictions.84 Skeletal background checks such as these cannot 
identify other behavioral histories which may indicate a candidate’s unsuitability for police em-
ployment, such as a history of professional misconduct, domestic or other violence, substance 
dependency, dishonesty, internal or external complaints, intentional discrimination, or affiliation 
with or intentional support of a hate group or paramilitary gang.85 

If a background check finds that a candidate 
advocates for or affiliates with a hate group 

or a paramilitary gang, that finding should 
eliminate the candidate from consideration.

5

6



10

Every candidate for police employment should be subjected to a background check that includes 
a comprehensive review of their social media accounts and postings, as well as their criminal 
history, substance use, and any history of professional misconduct, domestic or other violence, 
dishonesty, internal or external complaints, intentional discrimination, and affiliation with or in-
tentional support of a hate group or paramilitary gang.86 If the background check finds that a 
candidate advocates for or affiliates with a hate group or a paramilitary gang, that finding should 
eliminate the candidate from consideration. To ensure the completeness of social media checks, 
LEAs should (where permitted by state law) require applicants to disclose every social media ac-
count they use, any social media account they may have deleted in the past year, and the reason 
for deleting it. Failure to disclose any social media accounts should be misconduct subject to 
disciplinary sanctions.

The department should also mandate annual employee integrity checks87 to identify any new or 
previously unreported criminal convictions, community complaints (e.g., allegations of discrimina-
tion, rudeness, or excessive force), employee-relations complaints (e.g. sexual or racial harass-
ment, or other unprofessional behavior), social media postings, or criminal, hate group, or para-
military gang associations. The introduction of these requirements should be the subject of initial 
training and of periodic refresher training.

Departments should adopt social media policies that explicitly prohibit posts, “likes,” jokes, 
memes, retweets, and other statements that advocate racism, violence, misogyny, homopho-
bia, or other kinds of hate or discrimination. To protect the department’s credibility, its legiti-
macy in the community, and its public safety mission, police officers should be held to rigorous 
standards of nondiscriminatory speech both on and off-duty, in real life and on social media. The 
departmental social media policy should forbid employees to engage in any speech or activity, 
online or offline, “that would produce a reasonable expectation of harm to the reputation of [the 
LEA], the City, or any City employee.”88 The policy should also specify that any speech, writing, 
images, or posts (including memes, likes, and retweets) that mock, insult, or otherwise express 
prejudice against any race, any religion, or any protected class of individuals,89 and any form of 
speech (including memes, likes, and retweets) that is likely to be construed as a racial or religious 
slur or joke,90 is likely to harm the reputation of the department and the city. 

Furthermore, LEA policy manuals should caution their employees that online content is never 
private, even if it takes place in a “private” group or forum or is subsequently deleted, and that 
anything an officer says or does online might become public and reflect on the department.91 
Hartford PD therefore cautions its employees to “expect that any information created, transmit-
ted, downloaded, exchanged, or discussed in a public online forum may be accessed by the 
Department at any time without prior notice.”92 

Each department’s social media policy should explicitly warn officers that breaches of the policy 
are subject to “discipline up to and including termination of office as outlined by the Code of 
Conduct.”93 

Police officers should be held to 
rigorous standards of nondiscriminatory 
speech both on and off-duty, in real life 

and on social media.

7
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Affirming agency commitment to racial equity

Adopt written policies that expressly affirm the department’s commitment to racial justice and 
non-discrimination. Most departments have a prohibition on racial profiling or discrimination, 
or a statement that officers should treat people fairly and equitably.94 Recent events, however, 
demonstrate a lack of consensus over whether involvement in White supremacist or paramilitary 
groups is, or is not, consistent with the role of law enforcement.95 LEAs should leave no doubt as 
to where they stand. 

The IACP observes that “affiliation with so-called ‘hate groups’ that espouse or support criminal 
acts or criminal conspiracies are among those that run counter to the core values of law en-
forcement. Any affiliation of officers with such groups has a significant debilitating effect on the 
reputation of officers and their law enforcement agency,”96 and undermines the department’s 
investment of time and resources in cultivating cooperative relationships in the community. By 
adopting new rules and policies, backed by appropriate investigative procedures and disciplinary 
sanctions, LEAs can convey to officers, employees, and the public, if it was not clear before, that 
the LEA repudiates racial hatred and anti-government violence. 

To that end, the IACP urges LEAs to forbid officers to “knowingly join or participate in any organi-
zation that advocates, incites, or supports criminal acts or criminal conspiracies or that promotes 
hatred or discrimination toward racial, religious, ethnic, or other groups or classes of individuals 
protected by law.”97 

We recommend that the departmental statement of values elaborate on such commitments, for 
example by affirming the LEA’s “commitment to the impartial enforcement of law, the protection 
of constitutional rights, and the safety and dignity of all people, including those who are under 
investigation or arrest, without discrimination on the basis of race, religion, ethnicity, national 
origin, gender, gender identity, sexual orientation, disability, or any other personal characteristic.” 

The four pillars of procedural justice to which many LEAs are committed—fairness, transparency, 
voice, and impartiality98—are not consistent with officer involvement with hate groups or military 
gangs. The LEA’s mission or values statement should therefore commit every employee to ensur-
ing that their behavior advances the department’s mission and values in their private life as well 
as in their public role.99

Police leadership should back these commitments with forceful public statements whenever nec-
essary. For example, after the January 6 attack on the Capitol, Houston Police Chief Art Acevedo 
told an incoming class of police trainees, “If anyone in this room right now believes that anyone 
needed to be in the Capitol building, you need to check out. You will not survive in this depart-
ment with that mindset.”100 On January 8, the Oakland Police Department issued a statement 
declaring, “The values of the Oakland Police Department are clear: We will not tolerate any form 
of hate speech, any expression that supports hate speech, or any acts of subversion, whether in-
person or on online platforms. … Hate speech and offensive conduct will not be tolerated; there 
are clear policies and guidelines that govern this behavior. Whether on or off duty, employees of 
OPD are prohibited from affiliating with subversive groups, and they are prohibited from doing 
anything that brings disrepute to the Department and erodes the public’s trust. Our policies re-
flect the values of the Department and any employee found to violate these policies will be held 
accountable. Any employee that violates these rules is subject to discipline, including termina-
tion.”101

To convey a unanimous message, police leadership should aim to coordinate their value state-
ments with union leadership, where possible. Unlike some union leaders elsewhere,102 union 
leaders in Houston and in the District of Columbia made public statements repudiating the insur-
rection of January 6 and declaring that participation in the attack should not be tolerated.103 

LEAs should leave no doubt as to where they 
stand, and expressly affirm their commitment 

to racial justice and non-discrimination.

8



12

Prohibit profiling, discrimination, and harassment on the bases of race, gender, sexual 
orientation, gender identity, religion, disability, and other protected status. The prohi-
bition on discriminatory misconduct should apply to officers and department employees 
both on and off duty, and it should guarantee nondiscrimination not only toward the 
employee’s colleagues, but also toward victims, witnesses, people under investigation, 
arrest, or detention, and all other persons.109 

A

Ensure that allegations of discriminatory misconduct are subject to rigorous investigation and, 
where substantiated, appropriate discipline, up to and including dismissal. Where a depart-
ment takes swift disciplinary action against people who support or engage in hate-group activity 
or paramilitary violence,104 it sends a message that such actions will not be tolerated. By contrast, 
failure to hold officers accountable can send the opposite message.105 

A number of reports indicate that Black officers in the Capitol Police and other LEAs had reported 
racist conduct and hate-group affiliations of their White colleagues, but their complaints were ig-
nored or dismissed; some Black officers experienced retaliation for reporting.106 Agencies should 
ensure that officers who report such concerns are not treated as though they (rather than their 
colleague’s bigotry) are responsible for disrupting departmental harmony and morale. Racist, 
sexist, homophobic, or other discriminatory behavior by police officers, whether directed toward 
other officers or toward members of the public, harms the department’s reputation for fairness 
and undermines community trust. Officers who engage in discrimination can also endanger the 
safety of non-White, non-male, and non-straight officers. For example, on January 6, when some 
officers appeared to assist the insurrectionists as they attacked the Capitol, many Black (and non-
Black) officers were placed in grave physical danger.107 As one Black police officer said after the 
January 6 attack, “Now you got to go to work … and stand next to someone who you don’t even 
know if they have your back.”108

To ensure that this situation does not recur, LEAs’ policies on discriminatory misconduct should 
therefore:

Ensure that the means and method for filing a complaint are readily accessible by 
members of the community. The process by which a community member can file a com-
plaint of discrimination or misconduct should be published on the departmental web-
site. The main page of the department’s website should contain a clearly labeled link 
to a “Misconduct Complaints” page describing the process and criteria for community 
members to report officer misconduct, and instructions about how, when, and to whom 
to submit a complaint. These instructions should provide a link to the department’s mis-
conduct reporting form. The Misconduct Complaints page should also link to the depart-
ment’s policy manual so that departmental policies are accessible to members of the 
public, and members of the public can assess whether the behavior they experienced 
conformed to departmental rules.
 
Impose a duty on officers, including supervising officers, to report discriminatory mis-
conduct. As Brennan Center for Justice advocate Michael German observes, “Officers 
know” which of their colleagues are involved with hate groups and paramilitary gangs, 
but they “tend to protect each other.”110 IACP recommends, in general, that officers “have 
a duty to report any misconduct of which they become aware and shall notify a supervi-
sor as soon as possible when another member of the agency is violating law or policy.”111 

To reaffirm the department’s commitment to investigating allegations of discrimination 
and to reassure officers that reports of discrimination will not be treated as threats to de-
partmental reputation or cohesiveness, the anti-discrimination provisions of the policy 
manual should include an explicit duty upon all officers, and especially upon supervising 
officers, to report incidents of discrimination.112 LEA leadership should ensure that the 
duty to report is not used to sanction officers or other employees who delayed reporting 
discriminatory misconduct because they feared retaliation (see paragraph (e), below).

B

C
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Reinforce the duty to report discriminatory misconduct through affirmative verbal 
encouragement by leadership. Officers and employees who raise concerns about a 
colleague’s bigotry may worry that they, rather than the racist colleague, will be blamed 
for disrupting unit cohesion and morale. LEA leadership can set a tone that clarifies the 
department’s view on reporting colleagues’ association with hate groups or paramilitary 
gangs. In February 2021, in Houston, after the police chief repeatedly and forcefully 
reminded cadets that they had a duty to report any officer with extremist sympathies,113 

“a cadet who bragged about belonging to the Aryan Brotherhood, a neo-Nazi criminal 
gang, was reported by a fellow cadet and dismissed.”114 

Prohibit retaliation against those who report discriminatory misconduct, and ensure 
that the anti-retaliation provisions are enforced. Ensure that the policy defines retalia-
tion as a form of discriminatory misconduct, ensure that such misconduct is investigated, 
and ensure that those who commit such misconduct are held accountable.

Require mandatory investigation of every allegation of discriminatory misconduct, 
whether lodged by an officer, a supervisor, an unsworn employee, a member of the pub-
lic, a person under investigation or arrest, or any other complainant.115 The investigation 
requirement should not be subject to any threshold determination that the complaint be 
deemed “reasonable” or “serious” prior to the investigation. While some complaints may 
be false or frivolous, it is unlikely that that can be determined with certainty without any 
investigation at all. Even an allegation that may seem minor, such as a rudeness com-
plaint, may illuminate a pattern of troublesome behavior that may alert investigators and 
supervisors to a need for early intervention before more serious misconduct occurs (see 
Recommendation 9(h), below).

Impose rigorous investigative and adjudication procedures for discrimination com-
plaints, outside the chain of command. Boston PD, for example, imposes a detailed set 
of obligations to report and “proactively and reactively” investigate allegations of cor-
ruption, to assist with anti-corruption investigations, and to establish investigation and 
adjudication procedures which are separate from the chain of command.116 In addition to 
ensuring accountability, the adoption of a similar process for discrimination allegations 
would send a powerful signal that discrimination will not be tolerated by the department. 

E

F

G

Establish thresholds for early intervention. If an officer is the subject of multiple com-
plaints—even if the incidents are minor or are not found to warrant formal disciplinary 
consequences—the frequency of such complaints may alert the department to a need 
for early intervention to provide guidance and training on appropriate interactions with 
colleagues, the public, victims, witnesses, and persons under investigation, arrest, or 
detention. Similarly, a direct supervisor who observes a subordinate’s inequitable or un-
duly confrontational interactions may be able to identify a need for “additional training, 
counseling, or other corrective action”117 before a problem becomes severe.

H

As the IACP points out, first-level supervisors who observe their officers’ interactions are prob-
ably in the best position to monitor violations of departmental anti-discrimination policies.118 First-
level supervisors should be trained and required to monitor and evaluate officers’ performance, 
and to reinforce and evaluate officers’ “conformance with the agency’s standards of conduct and 
operational procedures.”119 Such supervisors, the IACP recommends, should be trained to “remain 
alert to any indications of behavioral, physical, or other problems that may affect an officer’s job 
performance as well as any behaviors that may suggest conduct that is inconsistent with agency 
policy, procedures, and rules. Where observed, any information of this type that is deemed rele-
vant should be documented immediately.”120 Failure to report discriminatory misconduct of which 
an officer or employee is aware should be subject to heightened penalties when the person who 
failed to report was a direct supervisor of the person who committed the misconduct. 

More equitable hiring can lead to more just 
and effective policing.

D
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Review and implement recruitment and hiring processes to ensure that they are fair, equitable, 
and will yield a work force that can connect with all communities served by the department. 
Law enforcement hiring should always be fair and nondiscriminatory. More equitable hiring can 
also lead to more just and effective policing: recent studies indicate that Black and Latinx officers 
(of all genders) conduct fewer stops and use less force upon people than their White counter-
parts do, and women officers (of all racial groups) use force less frequently than men officers do.121 
A department in which women are well represented as officers is one in which fewer officers will 
have a history of committing violence in intimate and family relationships, a red flag for their tem-
peramental suitability for police work. Furthermore, the better represented Black, Brown, Native, 
women, and LGBTQ+ people are in a department, the less likely it is that a critical mass of officers 
will endorse racist, sexist, or homophobic views. 

LEAs should review their recruitment and hiring processes to ensure that these processes value 
the experiences and character traits that can suit a candidate to twenty-first century policing in 
diverse communities. If the goal is to achieve a police department which is not militarized, police 
departments should seek candidates whose backgrounds are in fields that develop the ability 
to navigate complex and challenging social interactions such as those that police officers may 
face every day. Such fields might include social work, education, counseling, health care, waiting 
tables, bartending, emergency response, customer service, and home care. Departmental hiring 
efforts should emphasize college and university programs in these fields, as well as community 
houses of worship and advocacy organizations for causes (such as racial justice, gender equal-
ity, LGBTQ+ rights, disability rights, and so on) that are important to the communities served by 
police.

On the other hand, some conventional recruitment strategies, such as veteran preferences and 
advertising that emphasizes SWAT teams, fast vehicles, and weapons, may tend to attract can-
didates whose vision of policing may be unsuitably confrontational. LEAs should seek officers 
who want to serve and protect communities, not make war upon them. Other common screening 
tools, such as credit checks, physical fitness tests, and history of minor drug use or minor youthful 
offending could disqualify otherwise-suitable candidates who may have perspectives and expe-
riences that enable them to relate especially well to the communities they police. Similarly, an 
otherwise-suitable candidate who falls slightly short of physical fitness requirements should be 
offered a chance to achieve greater fitness by training. Departments may find that it is easier to 
improve a candidate’s borderline physical fitness than to change a candidate’s unsuitable views 
or values.

Statewide rulemaking

State Peace Officer Standards and Training (POST) Commissions can support this guidance by 
taking the following steps: 

	 Adopt policies that require or encourage LEAs to take the steps recommended in this  
	 guidance;
 
	 Screen candidates for police employment, or require LEAs to screen them, for hate  
	 group and paramilitary gang affiliations (see Recommendation 6, above);
 
	 Decertify officers for hate-group or paramilitary-gang membership, if LEAs fail to re 
	 move them; and 

	 Maintain a searchable, public online database of law enforcement certification and 
	 decertification records.122

A

B

C
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LEAs must work together with 
communities to understand the problems 

caused by hate groups and paramilitary 
groups in law enforcement, and to craft an 

appropriate institutional response.

Consulting with the community

Partner with communities to identify local hate groups and paramilitary gangs that may raise 
particular concern, and to help monitor their activity and identify their members. LEAs should 
conduct town halls, focus groups, online fora, and other outreach activities to partner with com-
munities and advocacy organizations for the groups that are targeted by hate groups and para-
military gangs, such as Black, Latinx, Asian, Jewish, Muslim, immigrant, and LGBTQ+ people, and 
people with disabilities. Because many members of hate groups and paramilitary gangs have 
histories of domestic and gender violence and are drawn into White supremacy through incel and 
“pick up artist” subcultures,126 local women’s shelters and domestic violence organizations may 
be able to help identify groups, individuals, and practices that raise particular concern. National 
organizations such as the Anti-Defamation League, the Southern Poverty Law Center, and the 
Brennan Center for Justice monitor hate groups nationwide and should be consulted as to which 
groups are the most active and dangerous locally. Community members and local advocates will 
be able to identify groups that have targeted them and advise about their activities. Community 
members and local and national advocates may be able to help LEAs monitor the activities of 
hate groups and paramilitary gangs and recognize the markers and symbols such groups use to 
identify themselves. 

Partner with communities to implement the policies and practices recommended in these 
guidelines. LEAs must work together with communities to understand the problems caused by 
hate groups and paramilitary groups in law enforcement, and to craft an appropriate institutional 
response.

12

13

In 2020, for example, the Connecticut Peace Officer Standards and Training Commission adopt-
ed a new condition for suspension, cancellation, or revocation of a peace officer’s certification: 
“The officer has been held by a law enforcement unit … to have engaged in conduct that under-
mines public confidence.”123 The Connecticut POSTC identifies categories of conduct that could 
undermine public confidence, including, among others, the following: intentional discriminatory 
conduct, which includes social media posts or other behaviors that “ridicule, malign, disparage, 
or otherwise express bias against any race, any religion, or any protected class of individuals”;124 

workplace sexual harassment; racial profiling prohibited by state statute; and abuse of power to 
compel a person to engage in a sexual or intimate relationship.125 
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